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Phishing email messages, websites, and phone calls are designed to steal money and
information. Cybercriminals can do this by installing malicious software on your computer

or stealing personal information off of your computer.

Cybercriminals also use social engineering to convince you to install malicious software or
hand over your personal information under false pretenses. They might email you, call you

on the phone, or convince you to download something off of a website.
What does a phishing email message look like?

Here is an example of what a phishing email might look like:



From: on behalf of netian E‘maz@m;_em?“ira‘adﬁe"_&iﬁmlﬂﬂl# 7:55 PM
2 (noteithe missing Ain Amazon)

e

Subject: Suspension

amazoncom
. "'ﬂ;-h -
ﬂw"
<@ Generic non-personalized greeting

YWe have sentyou this e-mail, because we have strong reason to belive, your account has heen used by someone
else.n order to prevent any fraudulent activity from occurring we are reguired to open an investigation into this matter.
YWeve locked your Amazon account, and you have 36 hours to verify it, orwe have the right to terminate it.

To confirm your identity with us click the link bellow:

hitps hwaivey amazon.comfexec/obidosisign-in. himl

_ Hovering over the link reveals it points:to.a nen-Amazaen
SinLRrels site - "http:/iredirect kereskedj.com”

The Amazon Associates Team

1996-2013, Amazon.cam, Inc. or its affiliates

* Spelling and bad grammar -Cybercriminals are not known for their grammar and
spelling. Professional companies or organizations usually have a staff of copy editors
that will not allow a mass email like this to go out to its users. If you notice mistakes in
an email, it might be a scam.

* Beware of links in email -If you see a link in a suspicious email message, don't click
on it. Rest your mouse (but don't click) on the link to see if the address matches the link
that was typed in the message. In the example below the link reveals the real web
address, as shown in the box with the yellow background. The string of cryptic numbers

looks nothing like the company's web address.

httDE:H'-’ﬂNW.WDDdR?_E}DVEbaHk.CD m/loginscript/user?.jsp

[hktp: {192, 168, 255, 205 fwondjinde:, htm |



http://adventuresinit.net/uploads/images/gallery/2018-04-Apr/example.jpg
http://adventuresinit.net/uploads/images/gallery/2018-04-Apr/links.gif

Links might also lead you to .exe files. These kinds of file are known to spread malicious

software.

* Threats and a send of urgency -Have you ever received a threat that your account
would be closed if you didn't respond to an email message? The email message shown
above is an example of the same trick. Cybercriminals often use threats that your
security has been compromised. For more information, see Watch out for fake alerts.
Spoofing popular websites or companies- Scam artists use graphics in email that
appear to be connected to legitimate websites but actually take you to phony scam
sites or legitimate-looking pop-up windows. Cybercriminals also use web addresses that

resemble the names of well-known companies but are slightly altered. This is known as

POSSIBLE MALICIOUS KEYWORD DOMAIN POSSIBLE TYPO DOMAIN
EXAMPLES FOR ANOMALIBANK.COM EXAMPLES FOR DOMAIN.COM:
anomalibank.com domain.com
update-anomalibank_ com domian.com
anomalibank-alert.x7462e7.com domains.com
wwwanomalibanksecure.com domaln.com
domain.cm

Beware of phishing phone calls

Cybercriminals might call you on the phone and offer to help solve your computer
problems or sell you a software license. Neither Microsoft nor our partners make
unsolicited phone calls (also known as cold calls) to charge you for computer security or

software fixes.

Once they've gained your trust, cybercriminals might ask for your user name and


http://adventuresinit.net/uploads/images/gallery/2018-04-Apr/typo.png

password or ask you to go to a website to install software that will let them access your

computer to fix it. Once you do this, your computer and your personal information is

vulnerable.

Treat all unsolicited phone calls with skepticism. Do not provide any personal information.



